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Padrao Ethernet XXIV SNPTEE

indrio Nacional de Produgéo e
Transmiss&o de Energia Elétrica

Aplicacao

Dados do gfStema
+

pilha de comynicacao

Transmissao

Enderecamento
Comunicacao
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Looping de telegramas XXIV SNPTEE

ac»cr\aldePoduq
Transmiss&o de Energia Elétrica

Broadcast Storm

A
AN

Telegramas recebidos via
broadcast serdo retransmitidos
Infinitamente afg consumir todo

-
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Spanning Tree Protocol (STP) gxgsume

rio Nacional de Produgao e
Transmiss&o de Energia Elétrica

Root

Radia Periman

* Primeira verséo criada em
1985 por Radia Perlman,;

* Protocolo Nativo da camada 2;

« Determinar o caminho mais
eficiente (de menor custo) entre
cada segmento separado por
bridges ou switches.
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Spanning Tree Protocol (STP) XXIV SNPTEE

a0
Transmissdo de Energia Eltrica

SW1
Bridge Priority =0
MAC: XX:XX:XX:01

Critério de eleicéao
do ROOT:

1) Bridge Priority

2) MAC Address

Bridge Priority = 4096

Bridge Priority = 4096
MAC: XX:XX:XX:03

MAC: XX:XX:XX:02

SW4
Bridge Priority = 32767
MAC: XX:XX:XX:04
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Spanning Tree Protocol (STP) XXIV SNPTEE

Seminrio Nacional de Produgao e
Transmissdo de Energia Eltrica

Desligamento de caminhos alternativos

Veloc.
porta

10
Mbps

100
Mbps

1 Gbps

10
Gbps
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Rapid Spanning Tree Protocol XXIV SNPTEE

emindrio Nacional de Produgéo e
Transmisséo de Energia Elétric:

® Pro ) CONs

= Apenas uma rede é necessaria.

= Reconfiguragao em caso de
= Diversos anéis de redundancia interrupgao

podem ser criados . . )
= Configuracao do protocolo é

= Diversas bases instaladas necessaria.

= Norma |IEEE 802.1D-2004
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Entidades do SNMP XXIV SNPTEE

jia Elétrica

MIB-1

Gerente,

1.3.6.1.2.1.17.2.4 OID-0ID MIB-3
Gerente significa : OID-OID OID-0ID
TOPOLOGY CHANGES SHEREIE OID-0ID
OID-0OID
MIB-1 MIB-2
OID-0OID OID-0OID
OID-0OID OID-0OID
OID-0OID OID-0OID
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Estrutura das MIBs

oot

dot1dStpPriority

ccitt(0) joint(2) dot1dStpForwardDelay
org(3) dot1dStpHelloTime
internet(1) dot1dStpMaxAge

private(4) dot1dStpTopChanges

enterprise(l)
dotlbridge(17)

system(1) ip(4) icmp(5) dot1dStp(2)
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Seminrio Nacional de Produgao e
Transmissdo de Energia Eltrica

1.3.6.1.2.1.17.2.2.0
1.3.6.1.2.1.17.2.11.0

1.3.6.1.2.1.17.2.9.0

1.3.6.1.2.1.17.2.8.0

1.3.6.1.2.1.17.2.4.0

CONTROLE PARA GESTAO DO PROTOCOLO RSTP
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Motivacées da planilha XXIV SNPTEE

a0
Transmissdo de Energia Eltrica

1. Muitos elementos na rede para verificacéo de
parametros.

2. Necessidade de organizacao e agrupamento
dos dados recebidos via SNMP.

3. Inventario dos equipamentos da rede, como h
versoes e firmware, numeros de série, etc L
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ST Parametros do RSTP XAV SNFTEE
136121130 1361211 | 13612 |.136121 (.136121].13612117|.1361.211|.1361.2.117.
5.0 117220 | 17280 | .17.2.11.0 2.3.0 7.2.4.0 2.5.0
System up time Switch Name PBrrii(;jr?t?/ M?i(mAege F%LV;’:;d Iz;rslmﬁrf(l)rl]ggy E%g%lggg Root ID
change

51:(1)%‘;3%’;’2 SWT-1A-EOL6 | 16384 40 21 11:23,4 41436 00 33 Z%OAAODC
e SWT-1A-U41 | 16384 40 21 12:04,0 52000 | 0000 000 PC
01;;:‘1?’;’3 SWT-1A-LT5 16384 40 21 00:21,1 3278 & 33 3%%0[)0
1213?22?3’26 SWT-2A-CFE 8192 40 21 00:02,9 27963 s
22?235?5‘3’.37’9 SWT-1A-CCJ 8192 40 21 00:25,0 40071 e
22?036?3{85’2 SWT-1B-COU 4096 40 21 00:14,8 64332 a0 32, Z%OAAODC
22?34?3’21 SWT-1A-COU 0 40 21 01:05,2 42703 00 ¢
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Versoes de Firmware e numeros de série

XXIV SNPTEE

Semindrio Nacional de Produgao e
Transmisséo de Energia Elétrica

1.3.6.1.2.1.1.5.0 .1.3.6.1.4.1.15004.4.2.3.2.0 .1.3.6.1.4.1.15004.4.2.3.3.0 303464124216105 '1'3'6'1'13'%}05004'4'2'
Switch Name Boot Version Main Version CEgrgzﬁge Serial Number
SWT-1A-EOL6 v2.20.0 (Nov 22 2012 14:19) v3.12.1 (Dec 20 2012 09:17) 17 900-0712-61174
SWT-1A-U41 v2.20.0 (Nov 22 2012 14:19) v3.12.2 (Aug 27 2013 12:39) 18 900-0712-61185
SWT-1A-LT5 v2.20.0 (Nov 22 2012 14:19) v3.12.2 (Aug 27 2013 12:39) 15 900-0712-61179
SWT-2B-CFE v2.20.0 (Nov 22 2012 14:19) v3.12.1 (Dec 20 2012 09:17) 29 R21-0810-31603
SWT-1A-CCJ v2.20.0 (Nov 22 2012 14:19) v3.12.1 (Dec 20 2012 09:17) 34 R21-0810-31610
SWT-1B-COU v2.20.0 (Nov 22 2012 14:19) v3.12.1 (Dec 20 2012 09:17) 24 R21-0310-27232
SWT-1A-COU v2.20.0 (Nov 22 2012 14:19) v3.12.1 (Dec 20 2012 09:17) 30 R21-0310-27233
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Versao Incorreta de Firmware! XXIV SNPTEE
A 215420160 136121110 |.1.361.21.17.2.20].1.36.1.21.17.2.30 | .1.3.6.1.2.1.17.2.4.0
IED NAME IED Firmware Bridge Priority tg;?ﬁ);g‘gﬁ:;?e Topology changes
Up ATEX3§/%1|88§SEFEDFB . V04.22.01_01 Ed1 32768 00:12,0 249769
e 1T052|1F?855EFE9F i V04.22.01_01 Ed1 32768 01:02,0 272503
— GZTO%ll\ISlII?’(())_QgEFE o V04.22.01_01 Ed1 32768 01:54,0 291202
- ATEX3§;\IS]I-S?)§§EFEDFBF V04.22.01_01 Ed1 32768 00:02,0 317779
" ATExsil;lsll%%?a%EFEngz V04.22.01 01 Ed1 32768 00:29,0 320214
bk Glel(E);\lsllg%BgEFEgE . V04.22.01_01 Ed1 32768 00:55,0 382921
=HEOD_ V04.08.04_01 12013265911 00:00,8 417761
UPATEX36/SIPO98EFD8127 - :
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LigacOes fisicas com defeito ——
1.3.6.14.1. | .1.3.6.1.4.1.
1.3.6.1.4.1.22 | .1.3.6.1.4.1.2 .1.3.6.1.4.1.22638.1 | .1.3.6.1.4.1.22638
22632861'1'2 226338'01'1'2 638.1.1.25.0 | 2638.1.1.26.0 DR e .3.4.9.0 .1.3.4.10.0
Link Link . .
Channel 1 Channel 2 Hlils e, 1_ Sl s E- 2_ MAC Address do RSTP Neighbour RSTP Neighbour
(under 2464 = | (under 2464 =
(Channel (Channel abnormal) abnormal) elemento Port A Port B
Status) Status)
0 1 0 2464 00 09 8E FE 2B 82 00 00 00 00 00 00 00 09 8E FE 26 OF
0 1 0 2464 00 09 8E FE D4 E4 00 00 00 00 00 00 00 09 8E FE D4 5C
1 1 2464 2464 00 09 8E FE D5 81 00 09 BE FED58C [ 00 0A DC 49 51 A7
d; 1 2464 2464 00 09 8E FE 22 51 00 09 8E FD 81 47 00 09 8E FD 81 4A
1 1 1744 2464 00 09 8E FE 26 5A 00 OADC 49 1F 07 | 00 09 8E FE 24 AA
1 i 2464 2464 00 09 8E FD 3591 00 09 8E FD 81 28 00 09 8E FD 81 4B
1 1 2464 2464 00 09 8E FE 22 50 00 09 8E FE 26 A4 [ 00 09 8E FE 2D 8F

UTILIZAGAO DO PROTOCOLO SNMP EM REDES DE PROTECAO E

CONTROLE PARA GESTAO DO PROTOCOLO RSTP

GPC/ Alexandre F. Onga




SIEMENS

Conclusodes

1. O protocolo SNMP fornece enderecamento
padronizado de dados relevantes para analise
de problemas de rede.

2. O protocolo SNMP pode ser utilizado como
ferramenta de coleta para inventario de ativos
da rede.
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