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Sobre a Comunicacao: o que queremos?

EXPECTATIVA
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Representacao de Sistema Convencional para Eliminacao
de Falha
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Fonte: Scheduled Versus Event Driven Testing of Distribution Protection IEDsi A Apostolov
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Representacao de Sistema para Eliminacéo de Falha
baseada na IEC61850
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Fonte: Scheduled Versus Event Driven Testing of Distribution Protection IEDsi A Apostolov
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Evolucdo do SAS

1980¢6¢ 1990¢6¢ 20006
Supervisério
L. Supervisorio Centro de
Supervisorio Centro de Controle
Centro de Confjple Controle

v

=]
—
4]
1

(R |

RTU Automacéo da SE Automacéo da SE
Protocolos Privados Redes Ethernet
RS485/TIDRP3 UCA2 e IEC61850
Monitoramento e Monitoramento, Controle e Protecdo Monitoramento, Controle e Protecéo
Controle Simples (Automacédo Média) (Automacgéo Réapida)

Automacéo lenta Novo padrao de Engenharia
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Evolucao do SAS T Vistado lado do IED

Era Analdgica Era Digital Era do Sistema

=

Integracaoikisica Rede
Equipos discretos Equipos Integrado Software + 1/0O Box
IEC 61850 Process bus
Preco de compra Otimizacéao total
Reducéao de espaco de custos
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Evolucédo do SAS T Vista do lado do Sistema

Era Pioneira Era IEC 61850 Er&mabrid

Comunicacéao Serial ou Nativo ou através de AléndaSubestacédo
protocolo privado Gateway Integrac&emantica
Padronizacéao Sistema dos
Automacéo Distribuida Sistemas
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Escopo e Estrutura do Sistema de Automacao

Rede
Estacao
Rede protocolos
IEC608%Q01, DNP, etc.
Bay
Fiacdo Rigida
Cabos de cobre
Processo
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Escopo e Estrutura do Sistema de Automacao

Estacao

— (= N=X=)
Almentagao

Barramento de Estacéo

Bay

Barramento de Processo

Processo

%%

© OMICRON Academy Academy



Situacao antes da Norma IEC 61850

© OMICRON Academy

Estacao HIE

Barramento de Estacéo

Bay

Barramento de Processo

Outros
proprietarios

Processo
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A Normalizac&o - Comités Técnicos da IEC

> |EC T International Electrotechnical Commission
> Mais de 179 Comités Técnicos (Technical Committes - TCs)

> Alguns TCs relacionados com Subestagoes:

ALY
N A"m
oL
Metering | 7€ 13 Bay Control/
Protection

JEE Tces |
Communication Network — TC57

Instrumental Switchgear PowerTransfoer
Transformer q g
OMICRON
© OMICRON Academy Academy



|IEC Standards

Control Center 1
IEC 61968

IEC 61970

IEC 60870-6

IEC 62351 Utility Communication

Control Center 2

IEC 61400-25

Network

IEC 60870-5 :
IEC 62357/ / \ \ Wind Farm
IEC 61850 -. IEC 61850 extension IEC 61850 extension

.IEC 62056

Metering
Billing

==!!I ] VT

Substation Distributed Energie

Resources (DER)
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Extensdes da Norma IEC 61850

Power Decentralized Wind Hydro Control Substationto
Quality Energy Power Power Centerto Substation
Monitoring Resources Plants Plants Substation

IEC 61850-7-420 IEC 61850-7-410

IEC 61850 extensions

IEC 61850
Substations (HV, MV)

> Como Norma também fora da subestacao!
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Escopo da Norma IEC 61850

Ela ndo é apenas outro protocolo... A Norma define:
> O que e como se comunicar

> Padroniza Modelos de Objetos

> Padroniza Linguagem de Configuracao

> Especifica os Testes de Conformidade

Escopo abrangente  Novo titulo da edicéo 2:
/ Communication networks and systems for power utility automation

/
I Redes e sistemas de comunicacéo para a automacao das
empresas eléctricas

Escopo limitado Titulo antigo (edicdo 1):
Communication networks and systems in substations.
Redes e sistemas de comunicacdo em subestacoes %%
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Has a DATA
MODEL that can
be accessed

Metas da IEC 61850

IED The WHAT
Intelligent to exchange

: (IEC 61850-
Electronic 7.4 and

Device 61850-7-3)

Interoperability

Router [——=]

Control Center ~ HMI

B

C— C—

P 1EC 61850-8-1 and
Rl =c 61850-9-2

IEC 61850-8-1 —

Bay Relay| |Relay
Controller| | X1 X2

r
"

h
ittt

Bay
" * "lcontrolle
I

Ethernet Ring with Switches.

—_—
> 100 MBit's

Bay Relay | Relay
Controller x1 X2

"

Conventional MU X
Switchgear CTNT

Breaker IED

=
Long Term Stability

_

e Substation Application;
long term stable

f Abstract interface

Application
Objects
Services

Stack interface

State-of-art communication

SRNWREGOON

technology; fast changing

1SO/0S!
seven layer stack

© OMICRON Academy

[Switehgear with| [ MU X
CTNT

Switchgear with [mux
Breaker [ED | | CTNVT
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Processo de Virtualizacao

/ Logical
— 9

Device
Mundo Virtual v
61850-7-2 | \
Servicos
a
— Y
LN e
LN
i) ) RS a ;(
= m Rede TCP/IP
» e
XCBR n
—  0pCnt t
0]
LV
| — pos & J
4 Y
SCSM
\_ 61850-8-1
Equipamentos Reais daf: ?sg;:,m)
na Subestacao A tpesis SCL-GIOB
61850-7-4
LN (disjuntor)

Virtualizacdo de dados da comunicacéo (Fonte: IEC TC 57 i modificada por M. Paulino)
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Virtualizacao

» Objeto
H B = Disjuntor
- |
» Objeto
- Transformador

de corrente

Modelo

Modelo

Vocabulario
indicado pela
norma IEC
61850
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Visao Geral do Modelo de Dados

stVal q t

Pos

Data Attribute ] Nivel 5

|| |l (mag, ang)

cVal q t

PhsB
PhsA

Data Object ]

(2nd level) )

- Nivel 4
Logical Node .
2 ton) Nivel 3

J

Physical Device
(network address)

\
Logical Device Nivel 2

(1ton)

l

Vista geral do modelo de dados (Fonte: IEC TC 57)

© OMICRON Academy
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Exemplo 1. PTOC

PTOC class
Data object Common Explanation T| MIO/
name data class c
LMName The name shall be composed of the class name, the LN-Prefix and LN-
Instance-1D according to |IEC 61850-7-2, Clause 22.
Data objects
Status information
Str ACD Start M
Op ACT Operate T(M
Controls
OpCntRs IMC Resettable operation counter ‘ |O
Settings
TmACrv CURVE Operating curve type O
TmAChr33 CSG Multiline curve characteristic definition C
TmASt CsD Active curve characteristic ]
Strval ASG Start value o
TmMult ASG Time dial multiplier O
MinOpTmms ING Minimum operate time o
MaxOpTmms ING Maximum operate time O
OpLITmms ING Operate delay time O
TypRsCrv ENG Type of reset curve O
RsDITmms ING Reset delay time O
Cirlod ENG Directional mode o
MOTE TmAChr33 refers to the attribute TmACrv.setCharact = 33 etc.

© OMICRON Academy
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Exemplo 1: PTOC 1 Protecao Sobrecorrente

ettings and Records - Courier - Untitled1 - MiCOM P142

Eile Edit ¥iew Device Tools Window Help

=14

C|e|E| Bl

=2 ALSTOM
-~ SYSTEM DATA
-~ CB CONTROL
» DATE AND TIME
- CONFIGURATION
-~ CT AND VT RATIOS
» COMMISSION TESTS
- CB MONITOR SETUP
- Group 1
¥ GROUP 1 OVERCURRENT
-»» GROUP 1 EARTH FAULT 1
»~ GROUP 1 CB FAIL & I<
- GROUP 1 SUPERVISION
» GROUP 1 FAULT LOCATOR
» GROUP 1 INPUT LABELS
- GROUP 1 OUTPUT LABELS
Group 2
2 Group 3
g Group 4

= titled1 - MiCOM P142

=10] x|

Name
I>1 Function «  IEC S Inverse
I>1 Direction ’0' Non-Directional
I>1 Current Set ’l.AIJl]lJ A
I>1 TMS , '0‘ 1.’0130
I>1 tRESET, %D =%
I>2 Functicn,  Disablbd
I>3 Status '+, Ditfgbled’s,
*
I4 Status *Disabled

I> Char Angle
I> Blocking

i5.00 Ggg %,
nuimg * *

* *

¥ CONTROLLED 0/C oW Y,
VCO Status Disable'd,‘ %,

0’. “’

- o

PTOC class
Data object Common Explanation T| M/o/
name data class C
LNName The name shall be composed of the class name, the LN-Prefix and LN-
Instance-1D according to IEC 61850-7-2, Clause 22.
Data objects
Status information
Str IACD Start
Op IACT Operate T
Controls
OpCntRs |INC |Resetlab|e operation counter | ‘O
Settings
TmACrv CURVE Operating curve type o]
TmAChr33 CSG Multiline curve characteristic definition c
TmASt CSD \Active curve characteristic 0
Strval IASG Start value 0
TmMult IASG Time dial multiplier 0
MinOpTmms ING Minimum operate time 0
MaxOpTmms ING Maximum operate time o]
OpDITmms ING Operate delay time o]
TypRsCrv ENG Type of reset curve 0
RsDITmms ING Reset delay time 0
DirMod ENG Directional mode 0

NOTE TmAChr33 refers to the attribute TmACrv.setCharact = 33 etc.
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Exemplo 1. PTOC - Ajustando os Atributos

ASG
Analogue setting (ASG)
I>1 Current Set x|
ASG class
--__..' Current Value: I 1000 4 oK I
Value/falue sannnunnh
Attr. Name Attr. Type FC  |TrgOp Ranm____..-...-wmc T |
'""'""'setﬁhij'“" ““‘,““ . M aximum: I 4000 4
setag ---""]'Kr'lél'o'g-ue\fa|ue SP ’ _,,MC"I\]SG M-‘T' __..-Vs‘e"Si“’" [ oo
sethlag Analoguetalue =20 ,.‘-""‘ ...‘-"2\‘0 gggm‘.‘.'.-.....---vuewva'“ei [ W,
SE BT MEEPEPT Y L A _—_a———————— Hel
mumunEFgE Py 3d I __—pl
configuration, daserhiion and extensigp.**
--_-r-_ﬂJu—“‘4_!_ — P “_-‘
units  =s===*""" " Unit PP L .-JOF' ” L.ss15EE ANnexA |9_
sV _.3taledvaluectiniy |GFe*"]" AC SCAY
minval ***" ._.-ﬂﬁéTc‘xgueEelue"" CF Qo
maval **° _‘.&naTE-'g;.ueValue CF 6]
ettt 1 ... (maxval -
slepoize Analoguevalue : 18]
stepSize AnalogueValue CF minval) 0
d VISIBLE STRING255 |DC Text 8]
UNICODE
g STRING255 e =
cdchs VISIBLE STRING255 |EX AC DLNDA M
cdcName YVISIBLE STRING255 |EX AC DLNDA M
!dataNs VISIBLE STRING255 |EX AC DLN M
OMICRON
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Modelo com os No6s Logicos

Chave

/\l

Disjuntor

) Transformador de Corrente

_@ Transformador de Potencial

Chave
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Modelo com os NOs Logicos
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Modelo com os NOs Logicos

Modelo dos
Equipamentos
Primarios

/e
(D
&

Modelo dos
Equipamentos
Secundarios
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Modelo com os NOs Logicos

Modelo dos
Equipamentos
Primarios

O (fen

/v
(D
0

Checa as
condicdes de
intertravamento

Modelo dos
Equipamentos
Secundarios
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Modelo com os NOs Logicos

Modelo dos
Equipamentos
Primarios

/v
(D
0

> @)
o)

Controle de
chaveamento

Modelo dos
Equipamentos
Secundarios
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Modelo com os NOs Logicos

Modelo dos
Equipamentos
Primarios

/v
4 %
)
G
I
9]

o

Atuacéo do LN de
chaves e
disjuntores

Modelo dos
Equipamentos
Secundarios
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Modelo com os NOs Logicos

Modelo dos
Equipamentos
Primarios

/v
(D
0

Funcéo de
Protecao de
Distancia

Modelo dos
Equipamentos
Secundarios
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Grupos de No6s Logicos
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Grupos de No6s Logicos

O O® O
OO ®
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Grupos de No6s Logicos

Controle

Protecao

OOOOOOO
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Grupos de No6s Logicos

Aquisicao e
Controle Medida
~ Gravacao de
Protecao Eoahtos
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Servicos e Mapeamento Especifico da Comunicacao

. Servicos
Logical Nodes Information
and Data Models
(IEC 61850-7-4/-7-3)
( h bl./
Service Information p(;et So‘;?‘stg, get, )\
__imerace” ] Exchangs  \ repaning,aggi _
(IEC 61850-7-2) 9 Corlﬁguratnon
file
( Enics Y Mapping to e.g. according to
°°"‘l;'r‘:ﬁ"|'::"°" MMS and IEC 61850-6
(& ) TCP/IP/Ethernet Ethernet
IEC 61850-8-1 -
Data Data ( ) TCP/IP, . .
Values Values
TCPIP
Network

Aspectos fundamentais da IEC 61850 (Fonte: IEC TC 57)
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Troca de Informacoes

Control

Center HMI Engineering
® ®

Wit ® o 1€ @

Station Bus e other
devices
Ethernet
Switch
| B B | 2
Bay Relay | | Relay Bay Relay | | Relay
Controller A B ntroller A B
Ji s M e
|:'_: Proces 3 CEL I
Bus —_— =
Modern Modern Modern Modern
Switchgear CT/VT Switchgear CT/VT

Os servigos séo definidos de forma abstrata.
Isto significa que a definicdo centra-se na descricdo do que o servigo deve fornecer.
N&o é descrito como 0s servi¢os sdo aplicados a uma rede de comunicacgdes real.

Portanto, nés nos referimos a elas como ACSI - Abstract Communication Service Interface /
Interface Abstrata de Servicos de Comunicacao.
%%

OMICRON
© OMICRON Academy Academy



1
2
3
4.
5
6

Troca de Informacgoes

Control

Center HMI
® ®

Router

Engineering
=== ® ®) 5 @

Station Bus e other
devices
Ethernet
Switch
| B B | 2
Bay Relay | | Relay Bay Relay | | Relay
Controller A B ntroller

B et

Modern Modern Modern
Switchgear CT/VT Switchgear

A B
e Proces 3 ---] --/
=1 ={lo == oo

Modern
CT/VT

Dados TC/TP (Sampled Values)

Mensagens rapidas para protecédo e controle (GOOSE)
Sinais de Controle n
Configuracao

Supervisao

Comunicacado com SCADA _ |

© OMICRON Academy

— Client/Server (MMS)
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Métodos de Comunicacao

Servicos Cliente / Servidor

Servigos Tempo Real

Centro de Control

de campo (SCADA)
Relatoérios, controles, etc.
Tempo ndao critico

Conexao ponto a ponto
(Two-Party-Application-Association)

Get, GetDef, ...

<values>

Jet. Operate, .. <value

confirmation

Client

Report <valugs>

Servidor

Cliente

e

> zCorgunicacap pitda entreodspositivos

e transmissao de Valores Amostrados
GOOSE e Valores Amostrados
Tempo critico

Conexao um para muitos
(Multicast-Application-Association)

multicast =values> IS'H‘W '
Editor
Assinante (Publisher)
(Subscriber)

© OMICRON Academy
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Fiacdo: Cobre versus GOOSE

> GOOSE

> Comunicacao rapida entre dispositivos
> Substitui conexdes com fio

> Aplicacoes:

Saidas Binarias para
TRIP

Mensagens Bidire-
cionais

Fiagdo Rigida para
Entradas Binarias

> [ntertravamento

> Reverse busbar blocking

> Sinais de Trip

© OMICRON Academy

Comunicagao
entre Relés via
GOOSE

—I Swicth / Rede da Subestagao I—
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Processo de Publishing & Subscribing

> Publishing:
> Mensagem Multicast
> Nao confirmacéao
> Estratégia de repeticéo

any data value

publisher

___________

GOOSE Application )1
GOOSE -

Grouped by
Data
Set

GoEna _
GoCBRef ConfRev DatSet  ==--< r
NdsCom

multicast

> Subscribing:
Baseada nos parametros do GOOSE Control Block
Parametros tipicos usados na subscricao (depende da implementacéo):
> Destinacdo MAC address
GOOSE ID
Application ID
Nome do DataSet
Configuracéo de revisao

V V V V

OMICRON
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Multicasting

> N&o confirmacao
> Nenhuma sobrecarga para a Confirmacao
> Simples, Eficiente

> Publicado sem enderecar um receptor
> Destination MAC Address = Multicast Address
> Subscribers Decide Which GOOSE to Use

> Agrupamento / Filtro pelo MAC Addresses
> Defined Multicast Address Range (Part 8-1)
> Ethernet Chips can Filter on MAC Addresses

© OMICRON Academy
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Mensagens GOOSE

ArmensagemsGOOSE & priofitariame trafego de informacodes pel

GOO%S#elegramas diretos

Switch Ethernet Homologado

Linha Ultrapassada pelo IEC GOOSE

O rapido

GLOSE

| p—

Telegrama normal

Buffer de um telegrama normal

Interno ao switch
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Conceitos Basicos

> Transmissao de valores amostrados de medicao de transformadores de
instrumentos

> publisher/subscriber
> Mensagens multicast

> |EC 61850-9-2

> Tecnologia do esta fora do escopo da norma
> Foco no protocolo

. Bay
\_J e Controller

Process Bus

IEC 61850-9-2
Sampled Values
(multicast)

the standard OMICRON 4 4
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Configuracéao

> |EC 61850-6

> Suporte a engenharia
> Estrutura primaria do sistema (projeto funcional da subestacéao);
> Configuracdes e parametros dos IEDs relacionados com a comunicacao,
> Configuracdo do sistema de comunicagao
> Interoperabilidade entre as ferramentas de engenharia

> SCL T Substation (System) Configuration Language
> Baseada em XML

OMICRON
© OMICRON Academy Academy
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O Conceito ASCLAH

IED Capability Description
System Specification Description

System

Configurator

.” ||| .”

Substation Configuration Description

Configured IED Description
%%
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Novos arquivos SCL (edicao 2)...

> |ID: Instantiated IED Description: descreve a troca de dados entre o

configurador do IED e o configurador do sistema. Descreve um IED individual,
(pré)configurado especificamente para un projeto. Pode ser usado no comego
do processo ao inves do arquivo ICD ou para atualizar o configurador do

sistema em caso de alguma modificacéo no IED

I
!
1
i
|
L

7 (Class)

.ic

preconﬂgure[

TEMPLATE

g

IED configurator

IED1 IED2

\ T/ scd

instantiate

reimport [upd
a4

IED2

.cid
Proprietary ﬁleys

3

IED2

System
configurator

iid,)

IED configurator

> SED: System Exchange Description: € usado para trocar dados entre dois
projetos. Descreve as interfaces de um projeto que vai usar o outro, e as
conexdes entre eles.

© OMICRON Academy

%%
OMICRON
Academy



Especificacao de Sistemas de Protecao e
Automacao

A especificacdo de sistemas de Protacao e Automacao € um grande
desafio para as empresas.

Atualmente, a maiora das empresas produzem suas especificacoes
em sistemas de texto, como PDF ou similares

Usando os conceitos apresentadas da IEC 61850, existe outra
maneira, mais inteligente, de realizer esta tarefa. Trata-se da
utilizacao de arquivos XML.

Podemos definer os agentes envolvidos e um workflow dos arquivos
baseados na Norma que devem ser seguidos

%%
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Os Agentes

> Existem 3 agentes claros envolvidos no processo (do
Projeto até o comissionamento) que sao utilizados pelas
empresas:
> Projetista
> Especialista do IED
> Testador / Comissionador

> Estes agentes necessitam de um minimo de interacao
entre eles.

%%
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Projetista

> Este agente e responsavel pelos requisites do Sistema, a

especificacao do Sistema e o Projeto propriamente dito. Assim:
> Requisitos: O que a empresa gostaria de fazer, o principal

motive do Sistema a ser implementado

> Especificacdo: O que o Sistema precisa ter, considerando o0s

requisitos

> Projeto: O que pode ser feito para se alcancar os requisites e

attender a especificacao

> O projetista é responsavel:

>
>
>
>
>

Levar em conta 0s requisites da subestacao;
Fazer a especificacdo do Sistema;

Projetar o Sistema de PAC,;

Usar ferramentas de especificacao;

Gerar os arquivos SCL (SSD, ISD e SCD

OMICRON
Academy
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Especialista o IED

> Este agente é responsavel por implementar o Sistema projetado no
IED

> O especialista € responsavel por:
> Implementar os ajustes do relé;
> Utilizar manuais, ferramentas do IED e ferramentas de Sistema,;
> Usar os arquivos SCL (SCD e ICD T do fabricante);
> Gerar os arquivos SCL (CID e 1ID)

%%
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Testador / Comissionamento

> E responsavel pelo comissionamento do Sistema implementado

> O testador é responsavel:

> Usar equipamentos de teste, ferramentas de teste,
especificacao do Sistema, ferramentas de Sistema

> Usar os arquios SCL (SCD e CID/IID)
> Gerar os relatérios de comissionamento

%%
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Os trés agentes

Designer

Substation Requeriments
PAC System Designer
System’s Data

System’s Specification
Specification’s Tools

SCL files (SSD, ISD, and

SCD)

IED’s Specialist

/\

Relay Settings
IED’s Manuals
IED’s Tools
System’s Tools
SCL files (SCD, ICD,
CID/IID)

Tester

O

/\

System’s Specification
Test Set

Test’s Tools
Synchonization Methods
System’s Tools

SCL files (SCD and CID/IID)
Commissioning Reports

%%
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O Workflow

Check Text Files and SCD File

Requirements |+ — = = = = = = = = = = = = = = = = |Commissioning| «

The Commissioning needs to be
the same as the requirements

Text File generated l “ SCD file used

Tester
11D/CID file used

Reports generated
Check SCD and SSD Files Text File generated

Specifications| ~ = " T T T T~ — = + | Integration
The implemented system needs

to be the same as the specified

SSD File generated SCD and ICD Files used

ISD File generated CID and 11D file generated

Design

SSD and ISD Files used

. ) |IED’s Specialist
Designer SCD File generated
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Novos Conceitos e Ferramentas de Teste de SAS
baseados em IEC 61850

Guilherme Penariol 16 December 2017




O que e como testar?

> |nvestigacao da configuracao dos IEDs e monitoramento de seus dados
>Veri fica-«0 do Acabampled®atueso 0 GOOSE e

> Testes de Protecdo com GOOSE e Sampled Values

> Testes de Merging Units e interfaces com IEDs

> SCADA: Verificacdo da comunicacao Cliente/Servidor
> Configuracdo dos IEDs e IHM

> Redes de comunicacéao:
> Analises de Carga e Desempenho
> Separacao de VLAN
> Prioridade de mensagens
> Redundancia de rede

%%
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Verificacdo do cabeamento

> Em subestagcdes convencionais > Em subestacdes com comunicacao

SWITCH SWITCH

..'.'.E;EY‘ MERGING

[=

%%
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Tipos de Testes

> Testes de Conformidade
> Testes de Desempenho

> Testes Funcionais
> Durante FAT (Factory Acceptance Test) e SAT (Site Acceptance Test)
> Testes de rotina

© OMICRON Academy
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Testes de Conformidade

> |EC 61850-10

> Cooperacdo com o UCA International Users Group

Documentos
do fabricante

Teste no Laboratério

PICS

Procedimentos
de Teste

PIXIT

MICS

© OMICRON Academy

IEC 61850 Certificate Level A’

No. 30520008-Consulting 2005-0513

Issued to: For the preduct:

ABB Oy

Distribution Automation REF545 V3.0

Muottitie 2 A with SPA-ZC 400 V1.02
FI-65101 Vaasa

Finland

Issued by: KEMA ='<

The product has not shown to be non-conforming to:

IEC 61850-6, 7-1, 7-2, 7-3, 7-4 and 8-1

Communication networks and systems in substations

The conformance test has been performed according to IEC 61850-10 with product’s protocol, medel and technical
issue implementation conformance statements: “IEC61850 conformance statement for REF545 and SPA-ZC40x
vi4.doc” and “IEC 61850 Tissues conformance statement for REF545 and SPA-ZC 40x v1.0.doc”, and extra

infermation for testing (PIXIT) “IEC 61850 PIXIT for REF545 and SPA-ZC 40x v1.5.doc".

The follewing IEC 61850 conformance blocks have been tested with a pesitive result (number of relevant and executed

test cases / total number of test cases as defined in the UCA International Users Group Device Test procedures):

Basic Exchange (19/23)
Data Sets (2/5)

Unbuffered Reports (11/13)
Buffered Reports (14/15)

Direct Control (4/11)
Enhanced SBO Control (9/18)
Time Synchronization (3/4)

OMICRON

Academy



Teste de Desempenho

> Desempenho de tempo
> Desempenho do IED
> Desempenho da rede

> |[EC 61850-5:
> Requisitos de desempenho

> |EC 61850-10

> APer f or man cCequenteve ser ncedido!:

© OMICRON Academy

Transfer timet =t  +t, + t_
et P
t'a ty te
Communi- Communi-
f1 = cation - = cation - f2
processor processor
Physical device PD1 Physical device PD2
DUT Network Test Set
— "Stack" "Stack" N
Application - > Application
few Dozen <1
t = ? t,= ? us ms
Message Type Description Performance Class Max. overall time
T 1A "Trip" Fast message P 10ms
ype P g P2/P3 ims
T 1B “Cihers™ East F1 100ms
ype ETS ast message P30 s
Type 2 Medium speed 100ms
OMICRON
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Testes Funcionais

> N&o especificado pela norma...

> ... mas algumas caracteristicas de teste sao definidas!

Protection
Relay

100

Test Set

Hard-wired
Analog Signals

Hard-wired
binary outputs to binary inputs

>
l GOOSE +

I Protection Test Set
: Relay

JOICIC
00
JOICIC

+ SV (Sampled Values) +

© OMICRON Academy
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Ferramentas OMICRON

SCL files nq ............................................................................................................

SCADA IED IED | CMC test set sVScout y [EDScout y

‘ s
. > O
) Y0
O
i " " Substation network
o 8 %)
0
20010 Breaker .
Wy S ' IED e 52
e
L -
V, |, binary signals Binary signals
= *
V| f Circuit breaker Primary power system

%%
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CMC Test Sets

CMC 256plus

Interface for CMIRIG-B or CMGPS

Low level outputs 1 - 6

Low level outputs 7 - 12

3
N

PN
\J

CMC 850

2 Ethernet interfaces
For PC control and IEC 61850 GOOSE
and Sampled Values

© OMICRON Academy

NET-1C

NET-2
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Test Universe software

Test Universe 3.10

Test Modules
Stand-alone Startup
QuickCMC
Ramping...

] State Sequencer

™ Advanced TransPlay

Overcurrent
Distance...
Autoreclosure
Differential...
Synchraonizer

4 Annunciation Checker

Network Simulation...

Meter

Transducer

|

k¥ PQ Signal Generator

IEC 61850

Testing power utility communication
[E GOOSE Configuration

Sampled Values Configuration
IEC 61850 Client/Server
IEDScout

ﬁ SVScout

Control Center

Create Multifunctional Test Documents

Open Existing Test Document
Open Protection Testing Library

«BD

Open Examples of Use...

e

Open Generic Template
New Test Document

W B

OCC Batch

Configuration Modules
Configures the CMC test set features
CB Configuration

E AuxDC Configuration

ISIO Connect

Test Tools

Additional Applications

lw] TransPlay

[E] EnerLyzer

[ TransView

Py Harmonics

[] Binary YO Manitor

@ Polarity Checker

@I O/C Characteristics Grabber
w Scheme Testing Tools...

Custom

User-specific Tools

%Y

Www.omic ronenergy.com

Setup

Prepare Test Equipment
@ Test Set Association
{3 System Settings
ﬁ License Manager
@ Language Selection

Support

Documentation and Assistance
{8 Getting Started

% Tutorials

@ Manuals

(?) Help

W Tips 8 Tricks

&8 Contacts

& OMICRON Assist

w Diagnosis & Calibration...
5.l What's New

Get Support
Customer Area

(C) 1999-2016 OMICRON electronics | License Information
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Modulo GOOSE no Test Universe

Médulos de Teste

T

I

Entradas Binarias
(fisicas ou virtuais)

Saidas Binarias
(fisicas ou virtuais)

G
1

Mapeamento 4

GOOSE
Subscriptions

GOOSE
Simulations

Rede v

© OMICRON Academy
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Modulo de Configuracao Sampled Values (SV)

> SV gerados segundo as diretrizes de implementacao do UCA IUG
baseadas na IEC 61850-9-2

> Todos os moédulos de teste podem utilizar aplicacdo de SV

> Solucédo Hibrida

{ SV (Sampled Values)

Rede da estacéo
( Barramento de processo")

%%
OMICRON
© OMICRON Academy Academy



Como tudo se encaixa

A Y
—

SCL
File

\ 4

a

Configuracdo Manual -

Configurador do Sistema

Wl s |~
: |G N
\ \ \ Modulos de Configuracéo

Sampled Values

A

A
v

GOOSE & C/S

%%
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Novas possibilidades com IEDScout

IEDScout 4.20 o)

)

L =GP

(>

Open SCL y Discover IED‘ Simulate IED‘ Sniffer y

%%
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IEDScout

Comandos Dataset dinamicos

f&, IEDScout licensed to OMICRON electronics GmbH

Browser

w B e &

Save
SCL IED

Application

Open
SCL

IP address: 192.168.0.192

» GOOSE
» Reports
4 Setting Groups
5G PROT
Files
» DataSets
4 Data Mcdel
» LD COOIRL
» LD DR
4 LD MEAY
LN LLND
LN FPRE _MMXN1
LN FPRE_'MMXUL
LN FPRE_MMWXU2
LN PPRE_MKXUL
LN RPRE_MM)N1
LN RPRE MMXL'1
LN XPRE_MMTR1
LN XPRE_MSQIL
» LD PROT

A Wamings «

Transferéncia

Simulator

Discover Close
IED

Sniffer

w B B M| & b

Online IED Subscribe Simulate Read Read
properties GOOSE all

IED

IED - Data Model - MEAS - FPRE_MMXU1

FPRE_MMXU1 Measurement

Name

» [ Mod
» [T Beh
» B prv
4 [ phv
4 [ phsa
4 [ instCVal [MX]
» (] mag [MX]
» [l ang M)
» B cval  Mx]
»Blq [MX]
» Mt [MX]
» il units  [CA]
B db [CF]
B dbAng  [CF]
] E phsB
» @ phsC
] m res
» 3 A
» (3] Health
» [ ClcMth
» E VneutC

Descnption

Mode

Behaviour

Phase to phase voltages
[Proscogomsroteges
{ACT, ACD) Trip or start event of phase A /...
Instant value of a vector type value
Deadbanded value

Angle between phase voltage and current
Deadbanded complex value

Quality of the attribute(s) representing the...|
Timestamp of the last change in one of th...
Units of the attribute(s) representing the v...
Deadband

Deadband for angles

{ACT, ACD) Trip or start event of phase B /...
(ACT, ACD) Trip or start event of phase C /...
Residual

Phase currents (IL1, 1L2, 1L.3)

State of the logical node related HW and...
Calculation method of statistical data obje...

de Arquivos

/

Yy

Clear
indications

on
on

50 kV 2 457, 10 kV . 90°...
A7 KV £ 1207, 47 kV £ 210...
47 kW 2 1207

4T kV £ 1207

47 kv

120°

47 kV . 1207

good

2016-11-17 10:21:24.731 U...

KV

2000

1000

47 KV 2 210°

47 kV 2 330°

0KV .0
0A-0°0A.0°0A.0°
Ok

UNSPECIFIED, UNSPECIFIED
0KV .0

oA ne

Autodescriitivo

Interface grafica

Grupos de ajustes

¥| Navigation ¥ Details

¥| Monitor ¥| Descriptions

BN Default layout T Browse layout

.

Show

intuitiva

Di

M
CTRL/XCBRLPos

Bl o

phsA-B

Vv

50.00 kV

phsl phsB-N
50.00 kV

MEAS/FPRE_MMXULPPV MEAS/FPRE_MMXUL.PAV

IEDCTRL/LLNO.Control_DataSet

OMICRON
Academy
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>

>

>

>

IEDScout, aspectos chave

Facil e potente

>

>

Nomes descritivos do modelo de dados IEC61850 (agora ndo € necessario decorar o
significado dos LN)

Extracdo dos servicos relevantes: IEDScout encontra para vocé os reports, goose,
datasets, files services, settings grupos dentro do datamodel

Amigavel interface de monitoramento: facil interpretacdo de dados

Sniffer detalhadamente comentado

>
>

Filtros rapidos e faceis para mensagens goose retransmitidas
Vinculacdo do modelo de dados do browser com os dados visualizados no sniffer

Simulacao de IED

>
>
>

Muito util para testes de SCADA sem o IED fisico
Posivel criacdo de subestacao virtuais em laboratorio ou no escritorio
Permite geracao de trafico real IEC61850

Novas caracteristicas do IEDScout 4.2

>

Transferéncia de arquivos: Uma so ferramenta para descarregar arquivos de oscilografia de
diferentes IEDs e diferentes fabricantes
Grupos de ajustes: Agora € possivel trocar ajustes de protecao ou trocar entre um grupo de

protecédo e outro 4%

OMICRON
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Simulacéo de IED com IEDScout

IEDScout pode simular IEDs baseados B Simulate IED TSI0.

na IEC 61850 completos da Ed.2 e Server settings
Edl Enable Server
] - Listening on: All IPs of this computer (0.0.0.0) -
A configuracado das mensagens GOOSE | ... 102
S|mu_lf_:1das e dc_)s Reports pode_s_er SOOSE publishing settings
modificado facilmente e a modificacao e GOOSE
dos valores de dados no IED simulado Simulation/Test
ativa automaticamente as mensagens General settings

GOOSE e os Reports. Mode/Behavior:  |on

SO é necessario um arquivo SCL para
simular a maioria dos aspectos de
comunicacoOes IEC 61850 de um IED.

E compativel com os modos de teste
asim como com a indicacao de
simulacéao para GOOSE

%%
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Transferéncia de arquivos com IEDScout

> Sempre que o IED suporte o servigo de
transferéncia de arquivos por IEC
61850, IEDScout permitird realizar
descarga de arquivos (Comtrade, € pm T —
outros) de |IEDs de diferentes R o
fabricantes de forma simples e rapida O ...

» GOOSE
» Reports

> Os arquivos Comtrade Sdo
descarregados baixados para a pasta [
padrao  software  Transview que
permitira  visualizar  facilmente a

oscilografia

E} IEDScout licensed to Ye Ping, OMICRON electronics

Fil Browser Simulator  Sniffer

ro
=Y o °
- DH E EQ \ o F?Fo g W9
Open  Save Discover Close Online IED Subscribe  Simulate Read Read Clear
SCL  SCL IED IED properties  GOOSE all indications

Application IED

> Alguns fabricantes podem deixar
disponivel outro tipo de arquivos como
eventos, arquivos de configuracdo ou
arquivos SCL. Deve-se usar uma
aplicacao especifica para cada tipo de
arquivo OMICRON

© OMICRON Academy Academy
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Grupos de ajustes com IEDScout

> Sempre gue o IED suporte dados com limite funcional SG (Settings
Groups), o IEDScout permitird modificar esses parametros online.

> Agora, com

IEDScout, vocé tera uma unica ferramenta para

modificar os dados de protecao de diferentes IEDS e fabricantes

> E possivel modificar
dados de ajustes de
protecao dentro dos
grupos de ajustes,
assim como comutar
entre um grupo de
ajuste e outro.

© OMICRON Academy

B [EDScout Trial Version

ISV Simulator  Sniffer

¥ O o | Navigation ¥/ Details
&R e BN B & oW s S =N :
, V! Monitor Descriptions
Open Save Discover Close Online IED Subscribe Simulate: Read Read Write Add  Setting
SCL SCL IED  IED properties  GOOSE al indications DataSet Groups efoult layout /M Browse layout
Data Services Show

NS3641A0001 - Sefting Groups - PROT - LINO.SGCB Activity Monitor

B3 proT

4 Control Block attributes

Control Block x
IPaddress: 162.1680.123 Number of Setting Groups

Active Setting Grouy 1

;e Control Block: PROT -

) GOOSE Last changed
} Reports Reserve time (seconds)  notpresent | Affected Logical Devices: PROT

Affected Logical Devices  PROT
» Setting Groups = Select Setting Group

i 4 Settings

N e Active Setting Group: 1
» Data Model » B GAPC1 LivBusValsetMag Select Setting Group: |1 [active] ~

» (GAPC1 LivLinVal.setM:

2 S # Edit selected Setting Group
» BB Gapc1.D:
» BT GAPC1.DeaAVallsetMag 5051 PTOC [ Show only changed values

[X GAPC1 EnablelsetVal
[ GAPC1.BusPTDisEnaisetVal

» [} GAPCLULBS.setMag

» (] GAPCLU2BS sethlag
[ GAPC1TZOUT setVal
[ GAPC3 Enable setval
[X GAPC3 Enablelsetval
(X GAPC3 Enable2.setval
(X GaPC3 Enable3.setval
[T GAPC3.Enabled.setval
8 GAPC3.0pTmms.setval
X GAPC3.0pTmmsL.setval
[T GAPC3.0pTmms2.setVal
[ GAPC3TZI0UT setval

] GAPC3TZ20UT setval

Name

» BT GAPCLLivBusVal setMag

» BB GAPCLLivtinVal.setMag

» B GAPC1.DeaValsetMag

» B GAPC1.DeaAVall setMag
B GAPCLEnablel.setVal
[ GAPC1BusPTDisEnasetVal

» BB GAPCLULBS setMag

» BT GAPC1.U28S setMag

B manes ramir

Active value (from SG 1) | Value in SG 1 Descrigfon

-

ov 0 Liffbus value

ov o Live line value

ov o The value of an analogue setfing or set point
0A 0 The value of an analogue setting or set point
false true v | Thevalue of a status setting

false ~ | Thevalue of a status seting

ov o The value of an analogue setfing or set paint
ov o The value of an analogue setfing or set point

v

T e -

[ GAPC3TZ20UT1 setval
[l GAPC3 HZ1OUTsetVal
[ GAPC3 HT1OUTLsetval
[ GarCa HT20UTsetval
[ GAPCz HZ20UTLsetval

A Gapcd Fnahia catial

1561
1561
15G1
[s61
561

"A falee

o oo oo
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Client / Server Communication

IEDScout

SCADA Client
System

Activity Monitor

@ Qo.sce/LLNOgeST <]
0
m stVal stval m stVal stval
TCP Connection @ )
& _/ -x
GGGGGGGGGG @ Fos
Polling: |1s 100% B
Server

%%
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Multicast Communication

SCADA
System

[Qo_>Goose>scB>umogest |

@ wnogest
4 Detadls

&

Name Descrptio
[ XCBR1Pos.. [ST]  Status value of the data
» [} xCBRLPosq [ST) Quality of the attribute(s) representing the value...
[} XCBRLOp.. [ST) Status vaiue of the cata
» [ XCBR1.Op.. [ST] Quality of the attributels) representing the value..
[0 GGIOLInd... [ST] Status vahue of the data
M caniled KN Ouaksaisha shaach

Lk Gl
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>

>

>

>

SVScout

SVScout para trabalhar com Sampled Values

Verificacéo e visualizacao de Sampled Values
> QOsciloscopio e diagrama fasorial

Avaliacao de conversdo A/D de Merging Units
> Amplitude, deslocamento de fase

Avaliacao do sincronismo de comunicacbes
> Distribuc&o de pacotes no tempo

¥ svscout
File View Actions

Help

ER L

OMICRON_CMC_SV1
[w] Emors 2

el FN[T On

Vurss

OMICRON_CMC_SV1
[a] Ermars

@val @ vl
M vel [ VN[~

100000

2

Al
On

Show markers (] Snap cursors o samples

© OMICRON Academy
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SVScout-presentation-ENU.pptx

Test

€S

PTP ou
PPS

© OMICRON Academy

Merging Unit
V, |

e g AR
i = O BRI

d eAloneSMearngdi n g

SVScout

SV

U Iueélid;s S0

alolx
o TS
X I - 0 s
) e
U Frrr—) =] £ 45 LA
= DR i di
r
o slalsl] . _
B :
=
i
R

I T
5wl Bowr- 01| 0o

s a8 sl
e

e 0
v |

Avaliacéo de tempos

Bt Pt [=r=]

| L

e e Ha owags [T p—
- [ E
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Testes Funcionais aplicados ao Barramento de Processo

==t
prm—
=

.Q)-. 4
<Ber .
=

oe
Merging Unit
| Controle Pem nun b 18
doteste
A A Vo . R )
0. b
3V o O '
31 ‘,‘,’""',:_ . = =
BIN B ar @) &

Software de teste e medidade SVs
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Teste da Merging Unit com elemento de referéncia de
tempo

MergingUnit e

Controle
doteste
e Analise

Dispositivo de Sincroniza¢do
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Teste Primario: TC, TP e Merging Unit

0111000001
[ Closed-loop testing
cr!
0111000001 .
800 A
! ) A ‘} ﬂ A (: {I | MU . Substation
Network

sssssss

Sistema
de Teste g2

Valores Analégicos
Secundarios (5A /115V) %%

OMICRON
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Teste Primario: TC, TP e Merging Unit

0111000001

Closed-loop testing

—
cT

0111000001 .
) A ‘} ﬂ A (: {I | £ MU . Substation
? T Network

—
CTs, WTs and

unconventional
sensors

v

Sistema
de Teste g2

Sampled Values
%%

OMICRON
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Teste Primario: TC, TP e Merging Unit

> |Importante quando NCIT ou tecnologia otica sao utilizados

> Verificagcdo da amplitude e polaridade dos parametros dos SV

0111000001
( Closed-loop testing

NS ,
) AJ,/'\_¥
' — J9010 | 4115000001 4 =TGR
i - : Substation j
2152 N Network .~
g s »

A P

Merging Unit

Test Set

Exemplos TC Otico

L1
OMICRON!
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Avaliacao da Rede de Comunicacao

Guilherme Penariol 16 December 2017




Avaliacado da rede de comunicacao

> |EC 61850 né&o especifica detalhes da rede de comunicacéo i ela é
definida livremente

>Define um nAnRelat- -rio T®cnicoo par a
> |EC 61850-90-4 (Network Engineering Guidelines)

> Topologia de rede, avaliacdo de carga, VLANS, protocolos de redundancia

%%
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Verificacado do Trafico de Rede

Station
Control

<

Swi x

Station Bus

IED Lo IED IED
/e
GOI Isv GOI Isv GO|||sv
GO h
PB Segment m,: - m Process Bus Segment
SV e |4
Sw3 Sw2 sV
GO GO N
CB Go|(||c/s ||sv
- ctrl i MY
MU Ctrl I l‘: L
52}—o—X CE B mu
I > Ctrl
52 i l‘
e

DANEO

© OMICRON Academy

SCL

1ED

Logical pevice ...

Logical wnode ...

Data object ...
pData Attribute ...
sAddr-"xontakt x*

Actual Traffic

Comparacdo com arquivo SCL

Name

B sitStringAstribute 1
m BitStnngAttnbute 2
m IntegerAttribute 1

m BitStningAttribute 3
m BooleanAttribute 1
B sitStringAttribute 4
m BooleanAttribute 2

ﬂ BitStnngAttnibute 5

Type
BitString [2)
BitString [13]
Integer
BitStning [13]
Boolean
BitString [13]
Boolean

BitString [13]

0000000000000
0
0000000000000
False

0000000000000

False

0000000000000

Verificacdo VLAN
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Verificacao de carga

> Simulacao de situacdes criticas

Station
Control

<&

Station Bus
oo][Jos i) ollos  eo][ler
IED IED
L
Go”sv GONSV GOI sV
GO
PB Segment :X: = = m Process Bus Segment
Y,
SW2 [ ]SV
GO
GOo|||c/ Y
CB
ctrl MY
m S ctrl [l MV

I lA
-

c A Y

e

DANEO

© OMICRON Academy

packets / s

burst
blue: MMS traffic ‘/l
red: GOOSE traffic
black: total traffic

IfL

WA J.JU\J\JAWLA A f\«M VJ\ VJ'M ANAIMAAAMW \/‘~*\w*v’1rf“w

,\,—v ”\f '\ \.V\,,Jw ,.\, ,\ ,\“ ;\\ A A Mt \f Y} xJﬁ/\ \_, NPT N STy
;
-

aon

s

z208 240 Y £
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Medic&o do tempo de propagacao de mensagens

em redes LAN em redes WAN

B | Protection . ;
H IED ty At L2 Substation A Substation B
5" ﬁ — Gateway Gateway
Switch & Router & Router Switch
| |
—!
t1
Network
I Em -
|
t2 e
Bl
o Breaker =
IED DANEO
GOOSE |Binary 1/0 Control GOOSE
| Binary Data Exchange
% B ! .
N B =t

Histograma de tempo com resultados de medicéo

IED_0001PROT/LLNOSGOS$Control_DataSet1

Demo 1 (AJ019D) - ETH =

2014-01-31 13:39:45.603 Min 48.00 ps
Max  100.00 ps
Avg 55.05 ps

Std Dev 1131 us

Packets 101

48.00 ps

101.00 ps
OMICRON
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Avaliacdo da redundancia da rede

> RSTP e MRP: verificacao do tempo de reconfiguracao

altemativa

DANEO 400

—_—
GOOSE
mudanca de estado a cada 1 ms

© OMICRON Academy

X

|
| PowerSupply ON X
I

kPfs

|ETH-GOOSE |3

|ETH-5Vv e x
|ETH-IPv4 |3k
|ETH-Total |3k

H A € B-A-43379ms
|
|
1
|
\

! |
i | i | ( @ B- A= 2099 ms )

HA ] :j}}[ﬂ{i{j}it[cﬂj]{{j]{tﬂ:

(€] PEAdSystem,/LLNOSGOSgecb0l (Go-SW10) Q @ 5902515 €] De425ystem/LLNOSGOSgcb01 (Go-SW10) O

Status #

@ cuff Seque.ce# | Time to live @ Ocffsora| Status # Sequnce # | Time to live @
Ocoda | ZEERERY 20 ms PRGN 02104 0 20 ms

21 pacotes perdidos / 20.996 ms
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Avaliacdo da redundancia da rede

> PRP e HSR: verificac&o da perda de pacotes

Some IED

X
P3 2
Network Network
A B

Some IED

Measurement Device

Measurement Device
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CMC 430
Equipamento ultra portatil para testes de relés e
calibradores

© OMICRON
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